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Double-Spend Problem !?

WealthTroul.com
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The Double-

Spend Problem

JA| Traditional
] Solution to

" Double-Spend
Problem
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Normal Transaction

Bob issue cheque 3000S to Alice
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A
Alex Katie Payment 5500 : == e
Sally Payment $300 — B 1 1 —

Garth Asset Car

Tony Payment 5100 - P = 8 ~ o -
Paula Message I love you —_ ' ——
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. Bitcoin (Currency)

. Blockchain (Interorganizational cooperation)

. Smart Contract & DApps (Blockchain 2.0: Ethereum)
. DAO & Consensus : Proof-of-work -> Proof-of-stake

. Blockchain Scaling (for the Internet of Things)
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MOBILE PAYMENTS @
5 The blockchain —o
ledger that Ripple
® Ripple uses has been

latehed onto by a

group of Japanese
banks, who will be

using 1 for quick | 5
mobile payments.

-
—_— e - —— * ——— -~ —— -—-O
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FISHING

o N SUPPLY CHAINS _ .

¢ Blockchain o P @
technology has been ¢ o 1BM and Walmart haye =
used 10 provide a | partnered inChinato ¢ e T
transparent record create a biockchain l i = iv

® Provenance oaught, 8s 8 means )‘ monitor food safety " Walmart

of ensuring t was | . ‘3@
legally landed , o

- <

~ SHIPPING

» Shipping Is a natural o

fit for blockchain, ? DIAMONDS
and Maersk have @ N @

been trialkng @ o The De Beers Group *
blockchainbased 15 using blockchain
project within the

10 frack the
maritime logestics

. »-Q importation and I . s
. i ‘
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~ FINE ART

.. By storing Ut

| certificates of :
authenticity on the
blockchain, t's
passible to dramati

® Fresco

. cally reduce art @
forgeties, a5 one =

| blockchain project is Lo ) ‘ )
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Micronizationof work (pay for

algorithms, tweets, ad clicks, etc.) COMPUTATION

Expanse of marketplace , Digital Currency

Disbursement of work Group are helping

Amazon Web
Direct to developer payments Services examine
ways in which the
API platform plays distributed ledger a
: . e~ . technology can help N DIGITAL
Notarization & certification Inccove detabass - gugn(p"cy
P2P storage & compute sharing BRCURY =

DNS
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Digital rights mgmt
Game monetization MUSIC

Art authentication
Arbn s a blockechain

Purchase & usage monitoring | based project led by

former Luns N Hoses

Ticket purchases il adate
Fan tracking Sorum seeking a W
Ad click fraud reduction :,::U : ,,:{ t:\"‘ : ¥ ;
Resell of authentic assets creative efforts Ofblt
Real time auction & ad placements "

+ steem
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Personal

IDENTIFICATION
Objects :

Voter registration is

Families of objects being facllitated via
a blockchain project

Digital assets in Switzerland
spearmeaded by

Multifactor Auth Uport

Refugee tracking
Education & badgingPurchase & review tracking

Employer & Employee reviews

24
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Device to Device payments & Interactions

Device directories

Operations (e.g. water flow)

Grid monitoring

Smart home & office management

Cross-company maintenance markets
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Claim filings
MBS/Property payments
Claims processing & admin
Fraud detection/prediction
Telematics & ratings
Digital authentication
Asset management
Automated underwriting

Self-administered insurance

INSURANCE

s Asmart contract

based blaockchain is
Det g used Dy
Insurer American
international Group
Inc as a means ol
Saving costs and
increasing

transgarency

AlG
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Records sharing
Prescription sharing
Compliance
Personalized medicine

DNA sequencing

HEALTHCARE

A number of
healthcare systems
that store data on the
plockchain have
DEeN pioneered
ncluding MedRec,

27
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Asset Titles

Diamonds

Designer brands

Car leasing & sales

Home Mortgages & payments
Land title ownership

Digital asset records

LAND REGISTRY

! Land registry titles NS

are now being stored

on the blackchain in |
(3('\)!1‘,*.! N & project A

developed by the

watona gy of | | BUBLIC
Public Registry REGISTRY

REAL ESTATE
Blockchain 1s now A

being usad to
comgalete real
gstale deals the
first of which was
conducted in Kisy

by Propy
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Voting

Vehicle registration

WIC, Vet, SS, benefits, distribution
Licensing & identification

Copyrights

| GOVERNMENT
|

1
|
Essentia develops world |

first block ) oAU

{ ) ) " )
158 N ) 1001 {

Terale [ 3 . 1 9%

essentia.one | o
| | e m ploclchalns
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ENTERPRISE
) Etheroum’s ¥

blockchain can be Y

accessed as a
cloud-hased service :
AZura

[ : courtesy of e
B2B Integration Microsoft Azure. /

® Inter Department

~ ENTERPRISE | _6
’ Data Sharing > Google is bullding ns.lx"’“ -

own blockchain 9
which will be
integrated into s
cloud-based services, |
enabling businesses

to store data on I, Go'\ g'e
A

and 10 request their

own white lsbel

e B .5
version developed g A! habet
by Alphabet Inc - ~p a0nc

)’—( )
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GOVERN
Essentl

first bl

10 ma
logistic:
with Tra
Finnish Govi

IDENTIFICATION

INSURANCE @
O —

A smart oo
based b
being u
Insurer
Intern
Incasa
SAving costs
increasing o
transparency. /

ENDANGERED SPECIES

o PROTECTION
The protectionof 4

is being facilitated
vias a blockchain
project that records

the activities of 2 L) .
o
these rare animals. / ‘
/

CARBON OFFSETS

IBM is using the
Hyperledger Fabric
blockchain in China
o monitor carbon

50+ BLOCKCHAIN
REAL WORLD USES CASES

QQQQ Qo

BORDER CONTROL @_(
Essentia has devised a

border control system

that would use
blockehain 1o store
passenger dota in the

Netherlands
essentia.one

ENERGY

Essentia i3 developing a
test project that will help
eneegy suppliers track the
distribution of their
resources in real time,
whilst maintaining data
confidentiality.

@

essentia.one

SHIPPING
o

Shipping is a natural

e au MANCY o

. PUBLIC

REGISTRY

offset trading

THE INTERNET

FOUNDATION

Pissd

N
© New York Interactive

ADVERTISING

Advertising
Exchange has been
experimen- ting with
blockchain as o
means of providing

/
¥—o

an ads marketplace |,
for publishers. / NY'AX

BORDER CONTROL
15 using blockchain ¢
10 track the

importation and <
sale of diamonds. / Dr Beens

DIAMONDS @
@_‘ o The De Beers Group ¥—o
Essentia is developing a

blockchain project for
border control that will

allow customs agents 1o —l

record passenger data

from an array of inputs ° FINE ART

and safely store it essentia.one By storing o
certificates of ¢

JOURNALISM authenticity on the

blockchain, it's

N/

» Decentralized o possible to dramati-
journalism, as enabled cally reduce art
by blockehain [ forgeries, as one

blackehain project is 1o

proving. / @

technology, has the

potentlal 1o prevent

censorship and 5
increase transparency,l o CIVIL

as Civil has shown, / ,w

o £
For the past two S
WASTE MANAGEMENT years, the US
° \ 7 of
, Waltonchain is oo mam
using RFID 9 has been using

technology to store
waste management
data on the L
blockchain in China, /=

blockchain to record
and safely store data
captured from fts
security cameras. [/

ENEROY. TOURISM
o . -
Food importation is 5 Inabidtoboostits ¥—o

another Industry ?
where blockchain is

tourism economy,
Hawail is examining

proving its worth, ways in which

with Louis Dreyfus blockchain-based

Co triailing & cryptocurrencies can
soybean importation IDC be adopted |
opesation using lhxs/% e throughout the US / o \

TAXATION
N/
in China, a tax-based °

nitintive is using
blockehain to store
tax records and

- Q

electronic invoices v .
jed by Misocai o
Network. /

7

ENERGY ﬁ
—
¢ Chile's National B

Energy Commission
has started using
blockchain
technology as a way
of certifying data
pertaining to the CN=
country’s energy —
usage as it seeks to COMISION
update ts electrical )= NRCIONAL
infrastructure OF ENERGIA

RAILWAYS
—
Russian rail operalor\"—"

Novotrans is storing

inventory data on a

blockehain

pertaining to repair

requests and rolling | argmase smwriense
stock / HOBOTPAHC

SN e

 ENTERPRISE ‘
Google is bullding its oo

own blockchain ?

r
creative efiorts
FISHING

o

9 Blockehain
{

o AR
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ENTERPRISE
BLOCKCHAINS
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Bitcoin: A Peer to Peer Electronic Cash System, 2008 [3]
® Distributed Public Ledger

1. Basic Blockchain Technology (secure timestamping of docs), 1991 ~ 1993 [2]

® A signed chain of information was used as an electronic ledger for digitally signing documents in a
way that could easily show none of the signed documents in the collection had been changed.

2. Broadcast Transactions (b-money), 1998

3. Proof-of-Work (hashcash), 2002
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Q)

Blockchain is a secured, shared, distributed, immutable database
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NIST 8202 > lastiwl jl was y=5

® Blockchains are distributed digital ledgers of cryptographically
signed transactions that are grouped into blocks. Each block is
cryptographically linked to the previous one after validation and
undergoing a consensus decision.

® As new blocks are added, older blocks become more difficult to
modify (theoretically immutable). New blocks are replicated
across all copies of the ledger within the network, and any
conflicts are resolved automatically using established rules.
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2hio 5 jloeo

Applications (Crypto Currency, DApp, DAO, GUI, TA,...)

Runtime (Script, SmartContract, ...)

Consensus (PoW, PoS, BFT, ...)

Data (Blockchain,...)

Network (P2P,...)
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Application User Service System
Laver Management Management Management
Service Access Peer Data
Supporting Control Management Control
Layer
\
: < Data §
Core Cconsensus Crypto Contract
Laver Record
/
\
; pP2P : y -
Fundamental Nk Storage Computation
Layer etwor
J

Cross
Layer
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SHA-256 Digest Value

OxebBeb273ff34fcelSdebi04eff5aifs747adadeaal2f1d48c01e52ddb7875b4b

]

Oxd4735e3a265eleoeec03£59718b5%b5d03019c07d8bec51t90da3attbeecl3ab3s

Input Text
1
2
Hello, World!

Oxdffde0Z1bbZ2bd5blatfée7e250805%ec3a53191ddE81c7t70a4b28688a3621825986

=

oA
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Input Output Amount Total

Account A Account B 0.0321

Transaction |ID: OxalbZc3 Account C 2 5000
25321
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SECRET
KEY

ORIGINAL TEXT

Ol 555 o

Symmetric Encryption

1<A$t47KP
S52Cv#@>?
B\jahs#981
gHTasdsn®
~7BZGWSfg

SCRAMBLED DATA

ORIGINAL TEXT

46
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O lasiols (555 o,

Asymmetric Encryption

PUBLIC
KEY

PRIVATE
KEY

1<A$t47KP

S52Cv#@>?
B\jahs#981
gHTasdsn®
~7BZGWSfg

ORIGINAL TEXT SCRAMBLED DATA ORIGINAL TEXT

47
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Sender

Message:

Message:
dszqrpdpngbsf.dpn

cryptocompare.com

Reciever

Message: @
dszqrpdpngbsf.dpn

Insecure Channel

Message:
cryptocompare.com
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Sender

Key Generation:

public @ |
’Private ﬁ

Signing
Algorithm

Message:
cryptocompare.com
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fe\

|

| Public ’ !

Verification
Algorithm

Signature /‘

Message:

Cryptocompare.com
: 7
sent by signer

Message @

-
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(1) UiaSIy5 sLaol

Input Output Amount Total
Account A Account B 0.0321
Transaction |D: Oxalb2Zc3 Account C 2 5000
25321
Signed With

Private Key
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Transaction

Owner 1's
Public Key

vy

Hash

.

Owner 0's
Signature

Transaction

Owner 2's
Public Key
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Owner 1's
Private Key

vy o

Hash

‘

Owner 1's
Signature

A
L)
-~

‘ \

Transaction

Owner 3's
Public Key

'
\n

Owner 2's
Private Key

¥ v

Hash

;

Owner 2's

4 Signature

Owner 3's
Private Key
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Pending

Node

Ledger

Transaction 1
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Pending

Node

Transaction 1
Transaction 2
Transaction 3

Ledger

Node
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Transaction 1
Transaction 2
Transaction 3

Pending

Pending
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D

Ledger
Transaction 1
Transaction 2
Transaction 3
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Pending

Node

Ledger
Transaction 1
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Transaction 3

Node

Ledger
Transaction 1
Transaction 2
Transaction 3

Pending

Node
Pend Ledger
Transaction 1
Transaction 2
Transaction 3
Transaction 4
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Ledger
Transaction 1
Transaction 2
Transaction 3
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Node

Pending Ledger
Transaction 4 Transaction 1
Transaction 2
Transaction 3

Node
Ledger Pending

Node
Pending Ledger

Transaction 4 Transaction 1 Transaction 1
Transaction 2 Transaction 2
Transaction 3 Transaction 3

Pending
Transaction 4

Ledger
Transaction 1
Transaction 2
Transaction 3
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Node
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Transaction 2
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Transaction 4

Pending

Node

Ledger
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Transaction 2
Transaction 3
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Ledger
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Transaction 3

Node

Pending
Transaction 4
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Block 4711
hash: uuozq523

Previous block
foztr36a

Proof of work
000000£tz67zw

Transaction
6sakthth

Transaction
s67dhaj9

yud
™\

Block 4712

hash: xeazqSau

Previous block
uuozqS523

Proof of work
000000acko3e

Transaction
hsjuet67

Transaction
hategof8

7

(Block 4713
hash: §3qqoai6

Previous block

AN

xeazqSau

Proof of work
000000xbuous4

Transaction
Tahzsgrb

Transaction

pahejros

7

Proof-of-Work (PoW) g eu glosl
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& A
contract token {

mapping (addr

public coinBalanceOf,

event CoinTran

sender, address rece:

function token (uint
if supply (sup
10000;
coinBalanceOf[
supply;
}
}
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Contract Account
"f """"""" ’a\
| [ MNonce ] i
| j
: | Batance :
| |
| [ CodeHash |
| I
| SterageRoot ;
g e e -
Ox 3TSe S hla Tal gt /08
Address

&

' 1763670

" Account Balance

------------------------------

/" Code N

|
I contract TestContract | E
! uines public age = 1; :
| !
| L}

I
' fimetion birthDay() | :
Z age = age + 1 :
| } :
] |
" Storage

purchasersList =

K llacdr0, O}, [adart, 1), ... [adargd, 1] |

Smart Contract
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How Smart Contracts Work

=

s 2

Sell House

Digitize the Land Deed

F

~

ERS

-

Match Buyer with Seller

Exchange
Contract receives assets

Contract distributes assets

~

y

Clearing and
settlement is

automated

|

g
—

vt

Ownershipis
undisputed
J

®¢

Digitize Currency

Buy House

(=)

$
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self-executable
self-enforceable
self-verifiable

self-constraint
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® The system is secure as long as honest nodes collectively control more CPU
power than any cooperating group of attacker nodes
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Earn mining
rewards |

Find puzzle solutions

Spend money on
power and equipment

70



crc.aut.ac.ir

s, g dedda

SN sl )5

ooliiul 3 )50 slo (5,5Ld 5 (5 lons
S50, (Sl

gloxl sl o0 545

Aioiigr slaols,l,8

Y wdsm

71



crc.aut.ac.ir

MO 'e 4 B 123PM
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Jibital.ir OF

® http://cafebazaar.ir/app/ir.jibital.wallet

[ http-//iibital ir 1 1391 520 RO
A IRR 994.9980
") Jibital.ir 994998.00 |RA JCT
) o = 1000.00 190 9949680 JC1
)| | hour ago
9 Bitcoin 12499200 IRR THBMG gdDL Yy4D Q7wk frSp
= 525000000.00 145 0.000267¢ E* hdDJ dTHW aSYTkuhvg
Litecoin 19162.06 |RR -5.00
o = 3665782.59 1R 00052170

) 12 hours ago

15P21 4xyc 8fV2 6jXT GeYb
E* v8uy BUNK FMtPPnKwh

-0.0010

by 12 hours ago

15P21 4xyc 8fV2 6jXT GeYb
E* v8uy 8VNK FMtPPnKwh
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