
 در فناوری اطلاعاتمباحث پیشرفته 
 رایانش ابری -جلسه دوم 

 مرتضی سرگلزایی جوان

 مرکز تحقیقات رایانش
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 سرفصل مطالب

 مقدمه ای بر رایانش ابری: بخش اول•

 وضعیت رایانش ابری در ایران: بخش دوم•

 معماری رایانش ابری: بخش سوم•

 ملاحظات طراحی مرکز داده: بخش چهارم•

 رایانش ابری و کسب و کار: بخش پنجم•

 ارزیابی خدمات: بخش ششم•

 امنیت: بخش هفتم•

2 
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 BBVAبانک : مثال

ی 
ی از بکارگیر

مثال
ی

ش ابر
رایان
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هزینه های سرمایه گذاری (: 1)طرح مساله   
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صرفه جویی در زمان(: 2)طرح مساله   
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هدر رفت منابع(: 3)طرح مساله   

  در زیادی منابع است ممکن
  ولی باشید، داشته اختیار
  توانید می چگونه که ندانید

 .کنید استفاده آنها از
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 صرفه جویی در هزینه صرفه جویی در زمان الگوی بهینه مصرف
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بانک : مثال BBVA 

ی 
ی از بکارگیر

مثال
ی

ش ابر
رایان
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 خواهد شد استفاده از فناوری اطلاعات آنچنان فراگیرسال آینده،  20الی  15طی 
 !مقرون به صرفه نخواهد بودپردازش محلی که 

 هزینه راه اندازی ژنراتور 
 نسبت به استفاده از شبکه برق

 هزینه احداث چاه و تامین آب 
 نسبت به استفاده از شبکه آب

 هزینه ایجاد زیرساخت ارتباطی
 نسبت به استفاده از شبکه تلفن و موبایل
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 سرویس دهنده

 مصرف کننده

Power (Public Utility) 
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 سرویس دهنده

 مصرف کننده

Water (Public Utility) 
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 سرویس دهنده

 مصرف کننده

Communication (Public Utility) 
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 سرویس دهنده

 مصرف کننده

Oil & Gas (Public Utility) 
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...صنعت همگانی پنجم : رایانش ابری  
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: مثال موردی  Gmail 

Gmail 
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: مثال موردی  Drive 
Google  
Drive 
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: مثال موردی  Office 
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: مثال موردی  Watson 
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: بخش دوم  
ایرانوضعیت رایانش ابری در   
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 مرتضی سرگلزایی جوان

 مرکز تحقیقات رایانش ابری
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 چند سرویس ابری داخلی را نام ببرید؟
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فکس: مثال موردی   

Fax 



crc.aut.ac.ir 

برگزاری رویداد: مثال موردی   

Event 
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ذخیره سازی داده: مثال موردی   

Drive 
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برگزاری سمینار: مثال موردی   

Seminar 
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پردازش فوق سریع: مثال موردی   

HPC 
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داده پردازی: مثال موردی   
Data Science 

Big Data 
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داده کاوی: مثال موردی   

Recommendation 
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 به شبکه رایانشمزایای اصلی اتصال 

 کاهش هزینه 
 اجرا و نگهداری

 مصرف بهینه منابع مقیاس پذیری بهتر استقرار سریع تر

98%  95%  87%  65%  
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 دو نمای مختلف رایانش ابری

33 

CSC  
Business  
View 

CSP 
Business 
 View 



:بخش سوم  
 معماری رایانش ابری
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 مرتضی سرگلزایی جوان

 مرکز تحقیقات رایانش ابری
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ITU-T Y3500 (ISO/IEC 17788): Cloud Definition 

• “Paradigm for enabling network access to a scalable and elastic pool of 
shareable physical or virtual resources with self-service provisioning and 
administration on-demand” 

 

35 
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Characteristics 

• Resource pooling 

• Broad network access  

• Measured Service 

• Multi-tenancy 

• On-demand self-service 

• Rapid elasticity and scalability 

36 
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Resource pooling 

• Physical or virtual resources can be aggregated in order to serve one or 
more cloud service customers; to support multi-tenancy while at the same 
time using abstraction to mask the complexity of the process from the 
customer. This offloads some of the customer's original workload, such as 
maintenance requirements, to the provider.  

37 



crc.aut.ac.ir 

Examples of resources 

• Servers 

• Operating systems 

• Networks 

• Software 

• Applications 

• Storage 

38 
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Broad network access  

• Users can access physical and virtual resources from wherever they need to 
work, as long as it is network accessible, using a wide variety of clients 
including devices such as mobile phones, tablets, laptops, and workstations. 

39 
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Measured service 

• Usage can be monitored, controlled, reported, and billed. This is an 
important feature needed to optimize and validate the delivered cloud 
service. The customer may only pay for the resources that they use.  

40 
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Multi-tenancy 

• Within the context of multi-tenancy, the group of cloud service users that 
form a tenant will all belong to the same cloud service customer 
organization. Multiple tenants and their computations and data are isolated 
from and inaccessible to one another.  

41 
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On-demand self-service 

• Feature where a cloud service customer can provision computing 
capabilities, as needed, automatically or with minimal interaction with the 
cloud service provider 

42 
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Rapid elasticity and scalability 

•  A feature where physical or virtual resources can be rapidly and elastically 
adjusted, in some cases automatically, to quickly increase or decrease 
resources.  

43 
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Main Cloud Computing Roles & Sub-Roles 

44 

Cloud service 
partner (CSN) 

CSN: 
Cloud 

Auditor 

CSN: 
Cloud 

service 
developer 

CSN: 
Cloud 

service 
broker 

Cloud service customer (CSC) 

CSC: Service 
Administer 

and Security 

CSC: Cloud 
service user 

CSC: Cloud 
service 

business 
manager 

CSC: Cloud 
service 

integrator 

Cloud service provider (CSP) 

CSP: Cloud 
service 

deployment 
manager 

CSP: Cloud 
service 

operations 
manager 

CSP: Cloud 
service 

manager 

CSP: Cloud 
service 

business 
manager 

CSP: Inter-
cloud 

provider 

CSP: Customer 
support and 

care 
representative 

CSP: Service 
security and 

risk 
manager 

CSP: 
Network 
provider 
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User Layer 

Access Layer 

Service Layer 

Resource Layer 

Multi-layer functions 

Integration 
Security 
Systems 

Operation 
Support 
Systems 

Business 
Support 
Systems 

Development 
Support 

Support Customer 
activities 

Access to cloud 
services 

Provide cloud 
services plus 

administration and 
business capabilities 

Resources for the 
support of cloud 

services 

Authentication, 
Authorization, 

Security polices 

Development of service 
implementations, build 
and test management 

Message routing 
and exchange 

within the cloud 
architecture 

Administration, 
monitoring, 

provisioning, 
maintenance 

Business related 
management 
dealing with 
customers 
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User Layer 

Access Layer 

Service Layer 

Resource Layer 

Multi-layer functions 

Integration Security 
Systems 

Operation 
Support Systems 

Business 
Support Systems 

Development 
Support 

User 
 function 

Access Control 

Service 
capabilities 

Resource abstraction 
and control 

Physical resources 

Security 
Integration 

Authentication 
and identity 

management 

Authorization 
and security 

policy 
management 

Business 
function 

Administrator 
function 

Connection 
management 

Business 
capabilities 

Administration 
capabilities 

Service  
Orchestration 

Monitoring 
Integration 

Service 
Integration 

Peer Service 
Integration 

Encryption 
management 

Service Catalog 

Provisioning 

Monitoring and 
Reporting 

Service policy 
management 

Service 
automation 

Service level 
management 

Incident and 
problem 

management 

Platform and 
virtualization 
management 

Peer service 
management 

Product 
catalogue 

Access 
management 

Subscription 
management 

Billing 

Accounts 

Developer 
environment 

Build 
management 

Test 
management 
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User Layer 

Access Layer 

Service Layer 

Resource Layer 

Multi-layer functions 

Integration Security 
Systems 

Operation 
Support 
Systems 

Business 
Support 
Systems 

Development 
Support 

CSC: cloud 
service user 

 
 Use cloud 

service 

User function 

Service access 

Service 
capabilities 

Resource abstraction 
and control 

Physical resources 

Service 
Integration 

Authentication 
and identity 

management 

Authorization 
and security 

policy 
management 
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User Layer 

Access Layer 

Service Layer 

Resource Layer 

Multi-layer functions 

Integration Security 
Systems 

Operation 
Support 
Systems 

Business 
Support 
Systems 

Development 
Support 

CSC: cloud 
service user 

 
 Use cloud 

service 

DaaS Client 

Connection 
Manager / 

Broker 

Virtual Desktop 
Delivery 

Resource Pool 

Virtualization 
Infrastructure 

Messaging 
Service 

Authentication 
and identity 

management 

Authorization 
and security 

policy 
management 

Virtual Desktop Delivery Protocol 
/ Web based Delivery protocol 
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Sub-Roles Example 
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CSN: Service 
Developer 

CSP: Service 
Manager 

CSP: Operations Manager 
CSP: 

Deployment 
Manager 

Scale 
Out 

ISO/IEC 17789: 2014 



:بخش چهارم  
 ملاحظات طراحی مراکز داده
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 مرتضی سرگلزایی جوان

 مرکز تحقیقات رایانش ابری
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 خواهد شد استفاده از فناوری اطلاعات آنچنان فراگیرسال آینده،  20الی  15طی 
 !مقرون به صرفه نخواهد بودپردازش محلی که 
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 مراکز داده، جزء اصلی صنعت رایانش
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 مراکز داده، جزء اصلی صنعت رایانش
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چیدمان رک ها: ملاحظات طراحی مرکز داده  

54 
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چیدمان تجهیزات: ملاحظات طراحی مرکز داده  

55 
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نقشه حرارتی: ملاحظات طراحی مرکز داده  

56 
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الگوی گردش هوا: ملاحظات طراحی مرکز داده  

57 
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 طراحی راهروهای گرم و سرد
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(برق/شبکه)کابل کشی : دادهملاحظات طراحی مرکز   

59 
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نگهداری و پشتیبانی: ملاحظات طراحی مرکز داده  

60 
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 سایر موارد
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:بخش پنجم  
 رایانش ابری و کسب و کار
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 مرتضی سرگلزایی جوان

 مرکز تحقیقات رایانش ابری
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Cloud Deployment Models 

Private Cloud 

Public Cloud 

Hybrid Cloud Federated Cloud 

Mobile Cloud Computing 

Community Cloud 

Mobile Cloud 
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CSC Business View 

• CAPEX to OPEX 

• Economies of Scale  

• Business Value Measurements (TCO, NPV & ROI & IRR) 

64 
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Capex to Opex 
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 مدل قیمت گذاری منابع

• Spot 

• On-Demand 

• Reserved 

• Light 

• Medium 

• Heavy 
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 مثالی ساده از مقایسه دو مدل دریافت سرویس

• Traditional Model 

• 100 servers * $1,500 + 3 years * $13,140 electricity/year +  
3 years * 2 staff * $100,000 salary/year = $789,420 

 

• Pay as you go Model 

• 100 servers * $0.40 instance-hour * 3 years * 8,760 hours/year = $1,051,200 

 
$1,051,200 * 0.75% = $788,400 
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 مثالی از تحلیل هزینه برای چهار روش دریافت سرویس
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AWS TCO Calculator 

https://awstcocalculator.com 

https://awstcocalculator.com/
https://awstcocalculator.com/
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Economies of Scale  

70 
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CSC Business View 

• TCO (Total Cost of Ownership) 

• … is simply the sum total of all associated costs relating 
to the purchase, ownership, usage, and maintenance of a 
particular product. Including hardware / software / 
maintenance (support, bug fixes, upgrade) / power / etc. 

• NPV (Net Present Value) 

• ... time value of money 

• ROI (Return of Investment) 

• … justify (or deny) capital investments for IT. 

• IRR (Internal Rate of Return) 

• is the interest rate at which the net present value of all 
the cash flows (both positive and negative) from a project 
or investment equal zero.  

71 
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Basic Example of TCO Analysis 
(Annual Total Cost of Ownership for a Single Disk Storage Unit) 

72 

Source: Cisco, The Economics of Cloud Computing, 2012 



crc.aut.ac.ir 

TCO Calculators 

73 

awstcocalculator.com softwareadvice.com/tco 
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NPV Calculator 

74 

Investopedia.com/calculator Calculatorstuff.com/financial/npv-calculator 
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ROI 

• ROI = 
𝐵𝑒𝑛𝑒𝑓𝑖𝑡𝑠 −𝐶𝑜𝑠𝑡𝑠

𝐶𝑜𝑠𝑡𝑠
∗ 100% 

 

• For the Previous Example 

• ROI = ($1,500,000 − $1,000,000) / $1,000,000    

• ROI = 50%  

 

• How to fine Tune ROI? 
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ROI Calculator 

76 

http://calculator.net/roi-calculator.html 
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Case Study 

• Company XY, a fictional biotechnology company with a proven track record of helping its customers reduce 
their time to market for new drugs. XY began life as a research firm processing large clinical data sets for 
companies. With the addition of new partners, XY began adding research and development as well as 
marketing and branding services. 

 

• XY is now a full-service clinical research organization with an employee base of 100 individuals (including IT, 
sales, research, and design). XY has a small data center today where it hosts its customer databases, 
research libraries, and sales and finance applications.    

 

• XY has signed two major contracts in the past three years, contributing to 100 percent revenue growth year 
over year. The company currently hosts customer data in excess of 500 TB, supported by a relatively small 
IT staff of 20 engineers and developers. Traffic on XY’s online portal (where the company shares data with 
development teams at partner firms) has grown 60 percent in the last two quarters.    

77 
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Case Study 

• To account for the servers and applications, I have added server hardware and 
maintenance and customer relationship management (CRM) software licenses. I 
have also included basic switching, routing, and load-balancing hardware for 
network access. Finally, I have increased the engineering FTE charges—six 
individuals at $150,000 per year—to cover administration of the storage, network, 
server, and software plat- forms. 

 

• The total annual run rate is $1.97 million for the depreciation of all hardware and 
software (using straight-line depreciation over three years) and for facilities and 
labor expenses. XY’s total cost of ownership over three years is $5.91 million. 

78 
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TCO Analysis: Traditional vs SaaS 

79 

Annual Total Cost of Ownership for Company X’s IT Supply Chain 
(SaaS) 

Annual Total Cost of Ownership for Company X’s IT 
Supply Chain 

Source: Cisco, The Economics of Cloud Computing, 2012 
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ROI Analysis: Traditional vs SaaS 

80 

 $212,500  Investment for New license 
 
ROI = (Gains from investment − Costs of investment) / (Costs of investment)    
ROI = ($487,500.02 − $212,500.00) / $212,500.00    
ROI = 129.41%  
 
NPV = −$212,500 + ($487,500.02/1.1) + [$487,500.02/(1.1 2 )] + [$487,500.02/ (1.1 3 )]    
NPV = −$212,500 + $443,181.84 + $402,892.58 + $366,265.98    
NPV = $999,840.40  

Software as a Service Cost Comparison 
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SaaS CRM upgrade Summarizes  

81 

Tip:  $212,500 / $487,500.02 = 0.43    
 0.43 * 12 months = 5.23 months 

Software as a Service Analysis Summary 



:بخش ششم  
 نظام ارزیابی خدمات
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 مرتضی سرگلزایی جوان

 مرکز تحقیقات رایانش ابری
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 کیفیت سرویس
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(1)دسته بندی شاخص های ارزیابی   
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Registration Time 

• 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒 =  𝑈𝑠𝑒𝑟 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑈𝑠𝑒𝑟𝑠
 

 

• 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑣𝑒𝑟𝑠𝑢𝑠 𝑃𝑙𝑎𝑛𝑛𝑒𝑑 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒 = 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒

𝑃𝑙𝑎𝑛𝑛𝑒𝑑 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒
 

 
• UoM: Time, Ratio, Percent 
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Provisioning Time 

• 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑃𝑟𝑜𝑣𝑖𝑠𝑖𝑜𝑛𝑖𝑛𝑔 𝑇𝑖𝑚𝑒 =
 
𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑊𝑜𝑟𝑘𝑙𝑜𝑑 
𝑃𝑟𝑜𝑣𝑖𝑠𝑖𝑜𝑛𝑖𝑛𝑔 

𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑇𝑖𝑚𝑒
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 
𝑃𝑟𝑜𝑣𝑖𝑠𝑖𝑜𝑛𝑖𝑛𝑔 
𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠

 

 

• 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑣𝑒𝑟𝑠𝑢𝑠 𝑃𝑙𝑎𝑛𝑛𝑒𝑑 𝑃𝑟𝑜𝑣𝑖𝑠𝑖𝑜𝑛𝑔 𝑇𝑖𝑚𝑒 = 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑃𝑟𝑜𝑣𝑖𝑠𝑖𝑜𝑛𝑔 𝑇𝑖𝑚𝑒

𝑃𝑙𝑎𝑛𝑛𝑒𝑑 𝑃𝑟𝑜𝑣𝑖𝑠𝑖𝑜𝑛𝑔 𝑇𝑖𝑚𝑒
 

 

• UoM: Time, Ratio, Percent 
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Response Time 

• 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑇𝑖𝑚𝑒 =
 
𝐼𝑛𝑝𝑢𝑡 𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛
𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑇𝑖𝑚𝑒
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 
𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠

 

 

• 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑣𝑒𝑟𝑠𝑢𝑠 𝑃𝑙𝑎𝑛𝑛𝑒𝑑 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑇𝑖𝑚𝑒 = 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑇𝑖𝑚𝑒

𝑃𝑙𝑎𝑛𝑛𝑒𝑑𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒𝑇𝑖𝑚𝑒
 

 

• UoM: Time, Ratio, Percent 
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System Throughput 

• 𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 = 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠 𝑃𝑟𝑜𝑐𝑒𝑒𝑑

𝐸𝑙𝑎𝑝𝑠𝑒𝑑 𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔 𝑇𝑖𝑚𝑒
 

 

• 𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 𝑎𝑔𝑎𝑖𝑛𝑠𝑡 𝐶𝑎𝑝𝑎𝑐𝑖𝑡𝑦 = 𝐴𝑐𝑡𝑢𝑎𝑙 𝑇ℎ𝑟𝑜𝑢𝑝𝑢𝑡

𝑃𝑙𝑎𝑛𝑛𝑒𝑑 𝑀𝑎𝑥𝑖𝑚𝑢𝑚 𝑇ℎ𝑟𝑜𝑢𝑝𝑢𝑡
 

 
• UoM: Transactions/time, Ratio, Percent 
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System Availability 

• 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 = 𝐴𝑐𝑡𝑢𝑎𝑙 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒 𝑇𝑖𝑚𝑒

𝑇𝑜𝑡𝑎𝑙 𝑇𝑖𝑚𝑒
 

 

• 𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 = 𝑀𝑇𝐵𝐹

𝑀𝑇𝐵𝐹+𝑀𝑇𝑇𝑅
 

 

• UoM: Ratio, Percent 
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System Availability 
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Churn Rate 

• Churn Rate =

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐶𝑎𝑛𝑐𝑒𝑙𝑙𝑎𝑡𝑖𝑜𝑛
𝑎𝑛𝑑 𝐶ℎ𝑎𝑛𝑔𝑒𝑠

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐶𝑢𝑠𝑡𝑜𝑚𝑒𝑟𝑠 ∗ 𝑀𝑜𝑛𝑡ℎ𝑠
 *100% 

 

• UoM: Ratio per unit time, Percent per unit time, revenue loss per service 
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Legal Policy Compliance 

• Policy Compliance Ratio =

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑠 𝑡ℎ𝑎𝑡 𝑀𝑢𝑠𝑡 𝐶𝑜𝑚𝑝𝑙𝑦 
𝑤𝑖𝑡ℎ 𝐸𝑥𝑡𝑒𝑟𝑛𝑎𝑙 𝑆𝑡𝑎𝑛𝑑𝑎𝑟𝑑𝑠
𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑠

 *100% 

 

• UoM: Ratio, Percent, Currency Value 

95 



:بخش هفتم  
 امنیت در رایانش ابری
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 مرتضی سرگلزایی جوان

 مرکز تحقیقات رایانش ابری
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 مقدمه

 نقض محرمانگی داده

 از دسترس خارج شدن داده

 نقض صحت داده

 55  /
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...چالش امنیت در رایانش ابری   
F

U
L

L
 S

T
A

C
K

 S
E

C
U

R
IT

Y
 

Application 

Data 

Runtime / API 

Middleware 

OS 

Virtualization 

Hypervisor 

Networking 

Storage 

Server 

Business / 
Process 
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افزایش گرایش به مجازی سازی  امنیتی، با پذیری های آسیب 
 افزایش یافته است
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http://cve.occc.ir 
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Runtime / API 
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Storage 

Server 

Business / 
Process 
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تداوم کسب و کار/ صحت سرویس / سناریوهایی از صحت داده   

100 

 صحت الگو

پیکربندی/ صحت فرآیند   

 صحت استقرار
 (سرویس)

 صحت داده

 صحت اجزا

CSN: Service Developer CSP: Service Manager CSP: Operations Manager CSP: Deployment Manager 

Scale 
Out 
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(2012گزارش نسخه )مدیریت مخاطرات   

101 

 از دست دادن کنترل
(Loss of Governance) 

 کاربر داخلی بدخواه

(Malicious Insider) 

 خطر تغییر حوزه قضایی

(Change of jurisdiction) 

 شکست جداسازی

(Isolation Failure) 

 حذف داده به صورت غیر امن

(Insecure deletion of data) 

 احضاریه
(Subpoena) 

 قفل شدن در فروشنده
(Vendor Lock-in) 
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 رمز نگاری
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 جمع بندی

 فلسفه و اهمیت رایانش ابری•

 وضعیت رایانش ابری در ایران•

 معماری رایانش ابری از دو نمای کاربری و کارکردی•

 ملاحظات فنی در طراحی مرکز داده•

 محاسبات اقتصادی رایانش ابری•

 روش های ارزیابی خدمات ابری•

 مسائل و مخاطرات امنیتی رایانش ابری•
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 منابع تکمیلی
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