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ELECTRICITY

Power (Public Utility)
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Water (Public Utility) : g
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System Name: ERAM 2
crc.aut.ac.ir Site: HPCRC @ Tehran Polytechnic
Country: IRAN
Year: 2011
Node numbers: 288
Total CPU: 4600 * 2.3 GHz
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ITU-TY3500 (ISO/IEC 17788): Cloud Definition

® “Paradigm for enabling network access to a scalable and elastic pool of
shareable physical or virtual resources with self-service provisioning and
administration on-demand”
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Resource pooling

Broad network access
Measured Service
Multi-tenancy
On-demand self-service

Rapid elasticity and scalability

Characteristics

36



crc.aut.ac.ir

Resource pooling

® Physical or virtual resources can be aggregated in order to serve one or
more cloud service customers; to support multi-tenancy while at the same
time using abstraction to mask the complexity of the process from the
customer. This offloads some of the customer's original workload, such as

maintenance requirements, to the provider.

37
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Examples of resources

Servers

Operating systems
Networks
Software
Applications
Storage
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Broad network access

® Users can access physical and virtual resources from wherever they need to
work, as long as it is network accessible, using a wide variety of clients
including devices such as mobile phones, tablets, laptops, and workstations.

39
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Measured service

® Usage can be monitored, controlled, reported, and billed. This is an
important feature needed to optimize and validate the delivered cloud
service. The customer may only pay for the resources that they use.
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Multi-tenancy

® Within the context of multi-tenancy, the group of cloud service users that
form a tenant will all belong to the same cloud service customer
organization. Multiple tenants and their computations and data are isolated
from and inaccessible to one another.

41
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On-demand self-service

® Feature where a cloud service customer can provision computing
capabilities, as needed, automatically or with minimal interaction with the
cloud service provider

42
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Rapid elasticity and scalability

® A feature where physical or virtual resources can be rapidly and elastically
adjusted, in some cases automatically, to quickly increase or decrease
resources.

43
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Main Cloud Computing Roles & Sub-Roles

r

N
Cloud service

partner (CSN)

Cloud
service
developer

CSN:
Cloud
service
broker

Cloud service customer (CSC)

CSC: Cloud
service

business

manager

CSC: Service
Administer
and Security

CSC: Cloud
service user

CSC: Cloud
service
integrator

Cloud service provider (CSP)

CSP: Cloud
service
deployment
manager

CSP: Cloud
service
operations
manager

CSP: Cloud
service
manager

CSP: Service
security and
risk
manager

CSP: Customer
support and
care
representative

CSP: Inter-
cloud
provider

CSP: Cloud
service
business
manager

CSP:
Network
provider

oA
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Support Customer
activities

Access to cloud

services

Provide cloud
services plus
administration and
business capabilities

Resources for the
support of cloud
services

Functional Architecture

Message routing Administration, Business related
and exchange monitoring, management
within the cloud provisioning, dealing with
architecture maintenance customers
\ 4 N\ A4 N

User Layer

Access Layer

- J
4 )

/

Service Layer
_ y,

-

Authentication,
Authorization,
Security polices

Mutayer‘unctons ‘

Development of service
implementations, build
and test management

/ 4

45



-
Compating Barsasch Comisr
T PP P T

crc.aut.ac.ir
User Layer

User Business
function function

Access Layer

Administrator
function

Connection
management

Access Control

Service Business
capabilities capabilities

Service
Orchestration

Resource abstracti
and control

Physical resources

Administration
capabilities

Security
Integration

Monitoring
Integration

Service
Integration

Peer Service
Integration

Authentication
and identity
management

Authorization
and security
policy
management

Encryption
management

Service Catalog

Monitoring and
Reporting

ice policy
nagement

Service
automation

Service level
management

Incident and
problem
management

Platform and
virtualization
management

Peer service
management

Product
catalogue

Access
management

Subscription
management

Accounts

Developer
environment

Build
management

Test
management
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CSC: cloud
service user

Use cloud
service

User Layer

A

y

User function

Access Layer

Authentication
and identity
management

\ 4

Service access

~

NG

Authorization

and security
policy
management

Service
capabilities

Resource abstraction
and control
Physical resources

Service
Integration
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Desktop as a Service

CSC: cloud
service user

Use cloud
service

User Layer

DaaS Client

Authentication

Access Layer and identity
management
Connection
Manager/
Broker

~

Authorization

and security
policy
management

Virtual Desktop
Delivery

Messaging
Service

Resource Pool
Virtualization
Infrastructure

48
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Sub-Roles Example

ISO/IEC 17789: 2014

4LQ

. CSP: :
CSN: Service CSP: Service :
Deployment CSP: Operations Manager
Developer Manager
Manager

A N\ N
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ASSET
MANAGEMENT

POWER
MONITORING

ENVIRONMENTAL
MONITORING

CHANGE
MANAGEMENT

CAPACITY
PLANNING
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Cloud Deployment Models

Community Cloud

ntroducing

Mobile Cloud s !

Mobile Cloud
iyrigCoud Federated Cloud

Private Cloud

Mobile Cloud Computing
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CSC Business View

¢ CAPEXto OPEX
® Economies of Scale

® Business Value Measurements (TCO, NPV & ROI & IRR)

64



Capex to Opex

Example: Capex to Opex

A rising
demand
scenario

-
-~

% .
falling
demand
scenario

Capacity

Demand - Classic Capacity

Cloud Capacity
B
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¢ Spot
® On-Demand
® Reserved

® Light

¢ Medium

¢ Heavy

Us - N. Virginia

small (Default)
Large

Extra Large

Extra Large

Standard Reserved Instances

us — M, California

One-time Fee

1 yr Term
227 .50
£910
£1820

High-Memory Reserved Instances

1325

Us — N. Virginia
Standard Spot Instances
Small (Default)

Large

Extra Large
High-Memory Spot Instances
Euxtra Large

Double Extra Large
Quadruple Extra Large
High-CPU Spot Instances
Medium

Extra Large

Us — . California

EU — Ireland

Linuz fUNIX Usage
$£0.0321 per hour
$£0.116 per hour
£0.232 per hour
Linux fUNIX Usage
£0.171 per hour
£0.6 per hour
£0.814 per hour
Linuz fUNIX Usage
$£0.058 per hour
$£0.238 per hour

APAC - Singapore
Windows Usage
+£0.026 per hour
£0.205 per hour
£0.413 per hour
Windows Usage
£0.233 per hour
£0.542 per hour
£1.111 per hour
Windows Usage
£0.127 per hour
£0.522 per hour

EU — Ireland
3 yr Term Linux/UNIX Usage
£350 £0.03 per hour
£1400 £0.12 per hour
£2800 £0.24 per hour
£2000 £0.17 per hour
boo £0.42 per hour
] £0.24 per hour
u] £0.06 per hour
] £0.24 per hour

APAC — Singapore

Windows Usage
£0.05 per hour
£0.20 per hour
£0.40 per hour

£0.24 per hour
£0.55 per hour
£1.10 per hour

$£0.125 per hour
£0.50 per hour
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® Traditional Model

100 Sservers * $1,500 + 3 years * $13,140 electricity/year +
3 years * 2 staff * $100,000 salary/year = $789, 420

® Pay as you go Model

100 servers * $0.40 instance-hour * 3 years * 8,760 hours/year = $1,051,200

$1,051,200 * 0.75% = $788, 400
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$0.60

$0.50

$0.40
B On-Demand

W Reserved 1Yr

$0.30

m Reserved 3 Yr

50.20 M Spot Instances

$0.10

5000 -
m1.small m 1. medium m 1. large m1l.xlarge
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AWS TCO Calculator

You could save 69% a year by moving your infrastructure to AWS.

Your three year total savings would be $ 654,904.

On-Premises AWS

https://awstcocalculator.com


https://awstcocalculator.com/
https://awstcocalculator.com/
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Economies of Scale

Economies of Scale

10

COST PER UNIT

$1 per unit -

!—ﬂ

BIGGER IS OFTEN CHEAPER' TOTAL UNITS
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TCO (Total Cost of Ownership)

® ...issimply the sum total of all associated costs relating
to the purchase, ownership, usage, and maintenance of a
particular product. Including hardware / software /
maintenance (support, bug fixes, upgrade) / power / etc.

NPV (Net Present Value)

® ... time value of money

ROI (Return of Investment)

® ... justify (or deny) capital investments for IT.

IRR (Internal Rate of Return)

® isthe interest rate at which the net present value of all
the cash flows (both positive and negative) from a project
or investment equal zero.

CSC Business View

’ FIG. 15: ECONOMIES OF SCALE IN THE CLOUD

55,000
$4,000

$3,000

TCO/Server
(at average utilization)

$2,000

$1,000

50
100 1,000 10,000 100,000

# of Serversin Public Cloud

Source: Microsoft
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Item Annual Charge
Disk storage $333,333.333
Maintenance S$100,000.00
Facilities S$10,000.00

FTE labor $150,000.00
Total $593,333.33

Source: Cisco, The Economics of Cloud Computing, 2012

Basic Example of TCO Analysis
(Annual Total Cost of Ownership for a Single Disk Storage Unit)

Three-Year Charge
$1,000,000.00
$300,000.00
$30,000.00
$450,000.00
$1,780,000.00
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TCO Calculators

US East (N\. Virginia)

General =

Physical Servers

Total no.of VMs:

Total Cost of Own

& caloulaior lels you anasyre e Yl ownership (TCO) for ar premuse sofiware systerr and a Software as- - Ge
W Ve pre-poDIEIea (1 wir ANy @ AN MNOSE Teads DASET ON DAUNG ORIANE M AOMW
1} 4 | nse vs
$500 (i
83 0
Colecation -
$250.000
$125.000
%0 - - . . o -
Yua Ye Yooy Ve { Yoar 5 Ywar ( ] Your 0
¢ Virtual Machines
) "lr

Licensa Syps

Lcons toe

Aaditiona cense cogtt aach year

Yaarn unts magor Lpgrace

ership Calculator

Perpetual :_J BLmsCrgios

Toe [

60,000 Supscoption teom

| yoom 3
$6.000 Prce INCITEaSe & ond oF each em 19'%
3 Yearnm unts mags Logrede 0
3t Wil GA25 SYSIAMs aTe 2040 ON § BDICNPRON DR

erme (ange fom monthly @ ane

i

© muttl yeo

awstcocalculator.com

softwareadvice.com/tco

T73J
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NPV Calculator

INVESTOPEDIA

Oncount Rate

Lite of Provecy

yesn
ol Con
Cash fow 1 P yoar
Cash fowm 2 P you
Cathfom 2 peY yeat

“

Nt Presert Vatue $243,.426.00

PV of Expocted Cash flowy: $1,243,426.00

(l) Interpretation:

With & descount rate of 10.00% and & 5pan OF § years, yourf propecTed Camh Rows are worth $1 0L 06 O

tOdry, which 5 Dreater than the ivtial $1.000.000 00 padd. The resatting positive NPY of the abowe progect

2 SML QN 00 wheh indhcates Ihat punuing the abowe Jrofect may be optima

BT

NPV Calculator

Initial Investment

Discount Rate

Cash Flow

Your 1 - 8§

enA 198 NN
L£93.9£0

Net Present Value

© Add this calculntor to your webaite

0
o

o

Investopedia.com/calculator

Calculatorstuff.com/financial/npv-calculator
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ROI

Benefits —Costs
Costs

¢ ROl = * 100%

® For the Previous Example
® ROl =($1,500,000 - $1,000,000) [ $1,000,000

¢ ROI =50%

® How to fine Tune ROI?
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Calculator. net

Home / Financial Calculators / ROl Calculator

ROI Calculator

FINANCIAL

Return on Investment (ROI) Calculator

Amount Invested |$ 1000000
Amount Returmed |5 1243425.99

Investment Time:
Use Dates @ Use Length

Investment |

Length

3 l years

Calculate ®

WEIGHT LOSS

MATH

]Resun

Investment Gain $243,425.99
ROI 24.34%
Annualized ROI 7.53%
Investment Length  3.00 years

| B Invested
B Profit

|

Calculator. net

Home / Financial Calculators / ROI Calculator

FINANCIAL

Return on Investment (ROI) Calculator

Amount Invested |$ 1000000
Amount Returned |$ 1500000

Investment Time:
Use Dates ® Use Length

Investment [

3] years

Length

" Calculate ®

WEIGHT LOSS

‘Resun

Investment Gain  $500,000.00
ROI 50.00%
Annualized RO} 14.47%

Investment Length  3.00 years

a Il invested
: B Profit

http://calculator.net/roi-calculator.html
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Case Study

Company XY, a fictional biotechnology company with a proven track record of helping its customers reduce
their time to market for new drugs. XY began life as a research firm processing large clinical data sets for
companies. With the addition of new partners, XY began adding research and development as well as
marketing and branding services.

XY is now a full-service clinical research organization with an employee base of 100 individuals (including IT,
sales, research, and design). XY has a small data center today where it hosts its customer databases,
research libraries, and sales and finance applications.

XY has signed two major contracts in the past three years, contributing to 100 percent revenue growth year
over year. The company currently hosts customer data in excess of 5oo TB, supported by a relatively small
IT staff of 20 engineers and developers. Traffic on XY’s online portal (where the company shares data with
development teams at partner firms) has grown 60 percent in the last two quarters.

77



crc.aut.ac.ir

Case Study

® To account for the servers and applications, | have added server hardware and
maintenance and customer relationship management (CRM) software licenses. |
have also included basic switching, routing, and load-balancing hardware for
network access. Finally, | have increased the engineering FTE charges—six

individuals at $150,000 per year—to cover administration of the storage, network,
server, and software plat- forms.

® The total annual run rate is $1.97 million for the depreciation of all hardware and

software (using straight-line depreciation over three years) and for facilities and
labor expenses. XY’s total cost of ownership over three years is $5.91 million.
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TCO Analysis: Traditional vs SaaS

Annual Total Cost of Ownership for Company X's IT

Supply Chain

Annual Total Cost of Ownership for Company X’s IT Supply Chain

(SaaS)

Item

Disk storage

Disk maintenance
Facilities

Full-time equivalent (FTE)
labor

Firewalls and load balancers
Network switches

Server hardware

Server maintenance
Software licenses

Total

Annual Charge
$666,666.67
$100,000.00
$30,000.00
$900,000.00

$10,000.00
$10,000.00
$166,666.67
$20,000.00
$66,666.67
$1,970,000.01

Three-Year Charge

$2,000,000.00
$300,000.00
$90,000.00
$2,700,000.00

$30,000.00
$30,000.00
$500,000.00
$60,000.00
$200,000.00
$5,910,000.00

Item

Disk storage

Disk maintenance
Facilities

Full-time equivalent (FTE)
labor

Firewalls and load balancers
Network switches

Server hardware

Server maintenance
Software licenses

Total

Annual Charge
$333,333.33
$50,000.00
$15,000.00
$900,000.00

$10,000.00
$10,000.00
$83,333.33
$10,000.00
$70,833.33
$1,482,499.99

Source: Cisco, The Economics of Cloud Computing, 2012

Three-Year Charge

$1,000,000.00
$150,000.00
$45,000.00
$2,700,000.00

$30,000.00
$30,000.00
$250,000.00
$30,000.00
$212,500.00
$4,447,500.00
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ROI Analysis: Traditional vs Saa$S

Software as a Service Cost Comparison

Item Annual Cost/Savings Three-Year Charge
Legacy-model TCO $1,970,000.01 $5,910,000.00
SaaS-model TCO $1,482,499.99 $4,447,500.00
Savings $487,500.02 $1,462,500.00

$212,500 Investment for New license

ROI = (Gains from investment — Costs of investment) / (Costs of investment)
ROI = ($487,500.02 — $212,500.00) [ $212,500.00
ROl =129.41%

NPV = -$212,500 + ($487,500.02/1.1) + [$487,500.02/(1.12 2 )] + [$487,500.02/ (1.1 3 )]
NPV = -$212,500 + $443,181.84 + $402,892.58 + $366,265.98
NPV = $999,840.40

8o
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SaaS CRM upgrade Summarizes

Software as a Service Analysis Summary

Method Payback ROI NPV

Value 5.23 months 129.41% S$999,840.40

Tip: $212,500/ $487,500.02 = 0.43
0.43 * 12 months = 5.23 months
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&

On-premise
Environment

Q

Infrastructure
(as a Service)

Virtualization
Hypervisor
Server
Storage

Networking

®

Platform
(as a Service)

Runtime [ API

Middleware
(01
Virtualization
Hypervisor
Server
Storage

Networking

O

Software
(as a Service)

______ JVN

Application
Data
Runtime / API
Middleware
(01
Virtualization
Hypervisor
Server
Storage

Networking

N
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Mail Delivery Subsystem mailer-daemon@googlemail.com
tome ~ Lo L Ll

Delivery to the following recipient failed permanently:

msjavan@iran.ir
Technical details of permanent failure:
Google tried to deliver your message, but it was rejected by the recipient domain. We
cause of this error. The error that the other server returned was: 552 552 5.3.4 Error

—— Original message —-
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Metric Type Metrics
Technology metrics 11
Security and Compliance metrics 7
Sustainability metrics 5
Service Integration and Orchestration metrics 10
Development DevOps metrics 9
People and Organization metrics 6
Financial metrics 16
Market metrics 11
Legal and Contract Management metrics 7
Total 82
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IT OPERATIONAL

Saas

Technology

Registration
Provisioning time

PaaS

Response time
System
throughput
Workload

deployment time
Middleware

L laasS

density
Time to recover
System availability

Compliance

Security &

Isolation — Data
Tenancy
Isolation -
sovereignty
Federated
Identity
Encryption
certification level
Trust policy
control
Standards
Compliance
Auditability
effectiveness

Sustamabllnty

PUE Power

Usage
effectiveness

GPUE Green
Power Usage
effectiveness
GEC Green
energy
coefficient

ERF Reuse energy
Function

CUE carbon
usage

effectiveness )
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Registration Time

Y. User Registration Time

® Average Registration Time =
Number of Users

Average Registration Time

® Average versus Planned Registration Time = : ——
Planned Registration Time

¢ UoM:Time, Ratio, Percent
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Provisioning Time

Average Worklod
). Provisioning

Transaction Time
Number of

Provisioning
Transactions

® Average Provisioning Time =

Average Provisiong Time

® Average versus Planned Provisiong Time =

Planned Provisiong Time

¢ UoM: Time, Ratio, Percent
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Response Time

Input Transaction
Response Time
Number of

Transactions

2.

® Average Response Time =

Average Response Time

® Average versus Planned Response Time = :
PlannedResponseTime

¢ UoM: Time, Ratio, Percent
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System Throughput

Number of Transactions Proceed

® Throughput =

Elapsed Processing Time

Actual Throuput

® Throughput against Capacity =

Planned Maximum Throuput

® UoM: Transactions/time, Ratio, Percent
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System Availability

°® Avallablllty — Actual Avail?ble Time Availability Down Time Annually
Total Time 90.00% 36.5 days
95.00% 18.25 days
99.00% 3.65 days
. - MTBF
® Availabil ity = 99.90% 8.76 hours
MTBF+MTTR | ,

99.99% 52.6 minutes
99.999% 5.26 minutes

* UoM: Ratio, Percent 99.9999% 31.5 seconds
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System Availability

Downtime in 2014 of compute services (in hours)

Microsoft | Rackspace
Azure

39.77 7.52

HOURS HOURS

Google
Cloud
Platform

Joyent

Amazon
Web
Services

446 2.6 241

HOURS HOURS HOURS

SOURCE: CLOUDHARMONY
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Churn Rate

Number of Cancellation
and Changes

Number of Customers x Months

® Churn Rate = *100%

® UoM: Ratio per unit time, Percent per unit time, revenue loss per service
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Legal Policy Compliance

Number of Services that Must Comply
with External Standards

® Policy Compliance Ratio = :
Total Number of Services

® UoM: Ratio, Percent, Currency Value

*100%
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Availability

08l ol b5 (w yws

/ 55



Business | - R ULl > Sl LJ“JL’

Process

Application

Runtime / API %

Middleware Y I

74 \ | \ \ 3 - Smart logistics

}
’ - \
l - Network \ ‘ ’ ,
Virtualization 3 pdl pinzaict ¥\ r . < s

>-
=
a4
>
Y,
L
"
A4
.
I—
n
-
—
-
o

- v . it ’,‘
d s R4 - . . "’
Hypervisor // f— / \
// ) n~ / &> \
/ . - — o ! \ \
/7 1 \

N | .y, / | \ Smart consumer products

Server |v ‘ , / ' ‘ \
\ l' J / ’ \l — \

Storage

Networking elgen!

Smart banking % Smart agriculture



Business /
Application Ls.jL“” GJL?'O OM.J L}:bffl.)s L}:bf.'l.j'él L.’ ‘b-.;-.!:ko' LSLQ LSJT!L-.! L.L..LL”'T
Cowl 639U il ol

Virtualization Vulnerability Severity by Year Reported
1999-2009

Runtime [ API

=
O Middleware
LLl
¥ FELS CVE-2017-8904
e 80
U R CVE-2017-7472
N Virtualization o a0
J (b bre CVE-2017-8890
EC2 Jsva
5' Hypervisor S CvE-2017 10
LL ” CVE-2017-4982
Server L 20
CVE-2016-6877
Storage http://CVE.OCCC.Ir O N
1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009
NetWOI'klng B High Medium B Low

Smart banking k



Sai,Sw [ awl8 o

CSN: Service Developer CSP: Deployment Manager CSP: Service Manager CSP: Operations Manager
V. NV,



crc.aut.ac.ir

(PolP o iyl jS) Ol yblro Cuy o

odiiig 8 4O 4l Jad 4 Lo 3 AT O . ;
(Vendor Lock-in) (Subpoena) (Isolation Failure) JrS ool cws
> 4 & .r"" (Loss of Governance)

4 5 . ..o°
> slad 0j9> i s
K et (Change of jurisdiction)
4 o'....
........0...............’ o‘?‘& (}"‘o )"’)ls
(Malicious Insider)
3
ooooo"oo.........> &‘ﬁéQ)W@OQ‘J L_éb
(Insecure deletion of data)
2
1
101

IMPACT



O

| Iran Data Sovereignty Map v1.0 —Jun 2018 .
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Application

encrypted query

database content for
attacker with root access

| CKEWNNKTJVODET | WIWWHTQZBQOOPE | ISKNOMNOYSOAGG
’
L
'
'
.
'

.
under attack |, I
@ N | 12350108222818996780 | 14614281758989003640 | ;EYEBLiGG[HBLY ebb(T 5[20

%

encrypted results

(%6761 686 [ = (BTU066]6+8 [HH" 650\ RROGFEbVETSO[T 0460y OKEGEPE2MBG0[H0E "
DB server 96566666 G<taneB[H} B8 [Bpo
oiBc)Uflocneees 67 mkeBUBqiBsE[BnectC[H06)6a"

encrypted DB

|
| 15753844592636354766 | 16607196790268127689 | R P-Gif%eeLse][®}f Ea]

B 1H-006 SIRGGSHTOUTA066: 60640[BSH2[B006\6aZ006CH
] yOOBUBHABH0] 66C00) [V

| 13411675538537145840 | 12454649889312668381 | G6GpK veGGLGGE[H | 1 [We0E

BOGRUGG "6 6] 66 8060 {tn6y]BGOTEM '
=fHeGg0e[T : 4CR] (B HB460gb+Tg06+0z0 HOM D6 {6 (7 6HEMKhnvEGGoGFEHE (UEHEC |
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